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I4C and PMLA: A Powerful Alliance Against Cyber Fraud 

 

Introduction  

The Prevention of Money-Laundering Act, 2002 (PMLA), serves as India’s principal legal 

weapon against the laundering of illicit proceeds, aiming to cut off the financial oxygen 

supply to criminal enterprises. But what happens when the crime originates in the 

borderless realm of cyberspace? Imagine a scenario: unsuspecting individuals fall prey to 

sophisticated online frauds, their hard-earned money vanishing into the digital ether. 

Where does this money go? How do cybercriminals transform these digital gains into 

tangible wealth while evading the clutches of the law? This is where the insidious link 

between cybercrime and money laundering takes center stage. 

To effectively combat this evolving threat landscape, the Government of India has 

strategically empowered the Indian Cyber crime Coordination Centre (I4C). What exactly 

is I4C? Established by the Ministry of Home Affairs (MHA), it stands as the national nodal 

agency dedicated to tackling cybercrime in a coordinated and comprehensive manner. Its 

core functions involve intelligence gathering, analysis of cybercrime trends, fostering 

inter-agency collaboration, enhancing law enforcement capabilities, and raising public 

awareness about cyber threats. Now, I4C has been granted a significant boost in its 

mission. 



 

 

 

  

mission. 

Through a Gazette notification dated April 25th, 2025, I4C has been brought under the 

purview of the PMLA. This pivotal move allows I4C official access to information relevant 

to money laundering investigations. Why is this so crucial? Consider the diverse array of 

cyber scams plaguing the digital world. The notification specifically highlights 

transnational cybercrimes with links to Southeast Asia. Think about Digital Arrests, where 

fraudsters impersonate law enforcement, terrifying victims into transferring funds. 

Or Investment Scams, promising exorbitant returns on fake schemes. Then there are the 

emotionally manipulative Pig Butchering Scams, where victims are groomed over time 

before being defrauded, and Romance Scams, exploiting loneliness for financial gain. All 

these schemes, despite their varied facades, share a common thread: the need to launder 

the stolen money. 

How do these criminals move and conceal their digital loot? They often rely 

on underground banking networks, which operate using mule accounts (accounts opened 

by individuals, often unknowingly or willingly for a small fee, to receive and transfer illicit 

funds) and illegal payment gateways. I4C has already been proactive in identifying such 

suspicious financial trails. Now, armed with the powers under PMLA, particularly through 

an amendment under Section 66, its ability to trace these funds will be significantly 

enhanced. 

What exactly does Section 66 of the PMLA entail? This section mandates that specified 

authorities, including banks, financial institutions, and regulatory bodies, must share 

information relevant to money laundering investigations with designated agencies. By 

including I4C in this list, the government has essentially opened a vital channel for the 

cybercrime coordination center to receive crucial financial intelligence directly from these 

sources.  

Imagine I4C identifying a surge in financial transactions linked to a known pig butchering 

scam. With its PMLA empowerment, it can now officially request and receive detailed 

information from banks about the recipients of these funds, potentially uncovering the 

network of mule accounts used to layer the stolen money. 

This access to a broader spectrum of financial data will empower I4C to connect the dots 

between cybercriminal activities and their financial beneficiaries more effectively. Could 

this lead to faster identification of the masterminds behind these scams? While I4C’s role 

remains primarily focused on coordination and support, its enhanced information-
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gathering capabilities will undoubtedly provide crucial leads and intelligence to agencies 
like the Enforcement Directorate (ED), which has the direct mandate to investigate and 
prosecute money laundering offenses. Think of I4C as a sophisticated intelligence hub, 
sifting through vast amounts of data to pinpoint suspicious financial flows originating from 
cybercrimes, and then sharing these critical insights with the ED for further action. 

Therefore, the empowerment of I4C under the PMLA is not just a bureaucratic change; it’s 
a strategic strengthening of India’s digital defenses. By providing I4C with the legal backing 
to access vital financial information, the government is equipping it with a more potent 
arsenal to combat the financial underpinnings of cybercrime, ultimately making the digital 
landscape a safer space for everyone. 

Conclusion 

In essence, the elevation of I4C within the PMLA framework signifies a proactive and 
adaptive response to the ever-evolving challenges of cyber-enabled financial crime. This 
strategic move, by facilitating seamless inter-agency data sharing, equips India’s law 
enforcement apparatus with the agility and precision needed to dismantle the complex 
financial webs spun by digital criminals. The long-term implications are clear: a more robust 
deterrent against cybercrime, a strengthened financial ecosystem, and enhanced 
protection for citizens navigating the digital landscape. 

But what if, in the future, cybercriminals leverage even more sophisticated technologies, 
such as decentralized finance (DeFi) platforms or quantum-resistant encryption, to further 
obscure the origins and destinations of their illicit funds? Will the current legal and 
institutional frameworks, even with the enhanced role of I4C, be sufficient to keep pace 
with these radical advancements? This is the critical question that policymakers, law 
enforcement agencies, and the financial sector must grapple with, ensuring that the fight 
against digital money laundering remains a step ahead of the ever-innovating criminal 
mind. 
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